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Executive Summary 
 
The cyber risk to the apartment industry is often erroneously overlooked and underestimated. Un-
derscoring this point is a large apartment firm suffering a well-publicized breach in 2014, causing 
one reporter to state, “It’s time for the multifamily industry to stop ignoring the onslaught of data 
breach warnings. It’s here. It’s happening.”i 

While companies in the retail and healthcare sectors often consume the media’s attention for cyber 
incidents, the apartment industry is no less vulnerable to these risks and is rich with valuable in-
formation that bad actors want. Cyber criminals will often follow the path of least resistance, and an 
industry that fails to devote the attention and focus needed on cybersecurity measures makes for a 
prime target, especially in an industry that maintains information about tens of millions of Ameri-
cans.  Apartment companies and their third-party suppliers often collect, use and maintain vast 
amounts of sensitive financial and personal data about residents, prospective residents and em-
ployees, which can be of great value on the “dark web.” 

The risk to the apartment industry is elevated since apartment firms’ information security pro-
grams may be relatively less developed compared to other, more heavily regulated sectors, such as 
banking or retail. Moreover, a risk factor that cannot be ignored is the apartment industry’s reliance 
upon third-party suppliers to process and maintain sensitive information, which can open up an-
other potential access point to cyber criminals.  

 
 
 
 
 
 
The information provided herein is general in nature and is not intended to be legal advice. It is designed to 
assist our members in understanding this issue area, but it is not intended to address specific fact circum-
stances or business situations. For specific legal advice, consult your attorney. 
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02 Introduction  
Cyber policy is critical to the multifamily industry because apartment companies often col-
lect, use and maintain vast amounts of highly sensitive, personal data about residents, pro-
spective residents and employees. The information collected is valuable to data thieves, 
and NMHC and NAA take seriously the importance of a robust cybersecurity program and 
the need to properly educate our members on these topics.  
 
NMHC and NAA tasked Holland & Knight LLP with drafting a white paper to provide an 
overview of the existing cyber landscape, explain the associated risks and offer suggested 
best practices that will assist our members in navigating ever-changing and complex cy-
bersecurity issues. 
 
This white paper is a comprehensive report that provides an in-depth analysis of the chal-
lenges facing the multifamily industry and, most importantly, provides a clear roadmap on 
how to implement best practices. These recommendations aim to help organizations navi-
gate the complexities of the cyber landscape and to help ensure they have a reasonable 
information security program in place. 
 

Legal Standard  
While multifamily firms often make an effort to mitigate their direct exposure of a breach 
by outsourcing data collection and retention to third-party suppliers, the potential damage 
to their brand and reputation remains at high risk. Consumers rarely differentiate between 
first- and third-party responsibility and hold the organization with whom they have their 
primary relationship—in this case, their apartment owner—responsible.  

For this very reason, multifamily executives must be conscious of how their contracts with 
third parties are drafted.  In these often overlooked documents, the responsibilities, limita-
tions and liabilities are often determined and dictate which party is financially and legally 
liable for breach notification, fines, identity protection services and credit monitoring, as 
well as other legal fees.   

In the past, cybersecurity was often viewed as being the sole responsibility of the Infor-
mation Technology (“IT”) department. Today, however, this area is increasingly viewed as 
an enterprise risk management process, requiring accountability and oversight at execu-
tive levels, including boards of directors. These expectations are held by federal and state 
regulators, and several members of Congress have recently introduced federal legislation 
that would legally mandate board oversight for information security programs. 
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Legal and Compliance 
The legal framework surrounding data security and breach notification is complex and 
nuanced, and there currently is not a unified federal standard that governs businesses’ 
cybersecurity practices. Instead, apartment firms face a framework composed of several 
sector-specific federal laws, state-by-state requirements, self-regulatory regimes, and in-
dustry standards. Further, numerous federal and state agencies have begun to assert au-
thority to take enforcement actions in the data security space despite the absence of uni-
fied requirements.  

The existing patchwork of laws and regulations can be difficult to navigate, and there is no 
one-size-fits-all approach for multifamily firms. However, it is clear that organizations 
should prioritize cybersecurity risk management programs—and should do so before a 
cyber-attack comes to fruition. 

Failure to prepare for cyber threats can be detrimental to a company’s prosperity, and a 
cyber-attack can result in damage far beyond the costs to mitigate the incident. In addition 
to regulatory investigations and class-action lawsuits, cyber intrusions can lead to long 
lasting residual effects, such as impact to business operations, brand image issues, and 
diminished consumer trust and business relationships.  

Best Practices 

It is essential to recognize that cybersecurity is a process and not readily achieved over-
night. Preparedness is key, and it is equally vital to devote resources to incident response 
as it is prevention. Likewise, it will always be necessary for organizations to periodically 
reassess applicable cyber risks and their security posture in order to adapt to and address 
the evolving threat landscape and to meet legal and regulatory expectations and obliga-
tions. Development and improvement of cybersecurity programs is an iterative and ongo-
ing process.  

This cybersecurity white paper provides an in-depth analysis of the challenges facing the 
multifamily industry and, most importantly, provides a clear roadmap on how to implement 
best practices. These recommendations are aimed at helping organizations navigate the 
complexities of the cyber landscape and help ensure they have a reasonable information 
security program in place. These selected best practices are organized in the following 
categories:  incident response; third-party relationships; oversight; training, awareness and 
enforcement; insurance; and safeguards.  

Below is a brief overview of why each of these categories is critical to a comprehensive 
data security program. 

INCIDENT RESPONSE: 

When a cyber incident occurs, one of the first things regulators will ask to see is the organ-
ization’s written incident response plan. Having a written plan in place will help to organize 
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04 
and streamline the incident response process. Importantly, the time to develop an incident 
response plan is not after your first cyber intrusion occurs.   

One of the most central aspects of the incident response process, and one which frequent-
ly causes problems for organizations. is effective communications. The incident response 
plan must establish clear communications protocols, including triggers for cross-functional 
coordination and escalation. In addition, clear protocols for when to escalate issues to sen-
ior management are likewise crucial.  

The issue of late engagement frequently surfaces with respect to informing the legal de-
partment. For example, if legal is not engaged early enough, the risk for non-compliance 
with federal or state laws (e.g., breach notification requirements) increases, which can re-
sult in or detrimentally affect government investigations or litigation.  

Failure to adequately track incident response procedures can also create obstacles for 
complying with legal obligations, such as regulatory inquiries or breach notification re-
quirements.  Incident response activities will be scrutinized in the event of regulatory in-
vestigations and/or litigation, so it is imperative that the organization is able to quickly 
ascertain the chronology of facts known and steps taken during the incident. To ensure 
this ability, companies must be able to demonstrate all steps taken during the incident 
response process.  

THIRD-PARTY RELATIONSHIPS: 

Third-party suppliers often have access to a multifamily firm’s sensitive data or systems. It 
is also important to note that suppliers typically have third-party suppliers of their own. If 
a supplier is breached—even if the supplier is at fault—the company with which the sup-
plier is contracted is generally held responsible, at least in the public’s eye, and is at risk for 
monetary, brand or reputational damage.  

An organization is only as secure as its weakest link, so even if a company robustly secures 
its own system, if it fails to ensure that its third-party suppliers are doing the same, the 
risks for a cyber incident are much higher.  

Both parties often rely on boilerplate style contracts that fail to consider necessary liability 
protections in the event of a cyber incident. A contract should be drafted so that the re-
sponsible party retains liability for incidents where they are culpable. It is especially im-
portant that companies establish an internal review process to ensure that these protec-
tions are included in all supplier contracts that have the potential to deal with sensitive 
information.  

OVERSIGHT: 

Cybersecurity is now widely viewed as a risk-management process at the enterprise level, 
which regulators expect senior executives and board members to directly oversee. Board 
members and executive management cannot effectively oversee their cybersecurity pro-
gram if they are not adequately informed of the organization’s risks and processes. Board 
members and senior management should have an active role with respect to the program 
and need to be versed enough to actively participate in making strategic decisions.  

If a supplier is 
breached—even if the 
supplier is at fault—the 
company with which 
the supplier is con-
tracted is generally 
held responsible, at 
least in the public’s 
eye, and is at risk for 
monetary, brand or 
reputational damage. 
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They should also ensure they are capable of making judgments as to the adequacy of the 
cybersecurity program, including whether appropriate organizational structure and re-
sources are in place. A successful cybersecurity program is largely driven by cultural ex-
pectations, and board members and executive management are in the best position to 
create this environment.  

Cybersecurity is a continual process, which requires ongoing attention and improvements. 
Organizations must continually evaluate their procedures relative to the cyber threats with 
which they are confronted and adapt measures accordingly.  

TRAINING, AWARENESS AND ENFORCEMENT: 

Having a cybersecurity policy or plan alone is insufficient. While one of the first things a 
regulator will request during an investigation is a copy of the organization’s written inci-
dent response plan, the next thing they will ask is whether that plan was followed. Thus, 
key players must be trained on the incident response policy, and the plan should be tested 
for consistency, effectiveness and operability.  

Companies that test their incident response policies have a significant advantage—from 
both a practical as well as a liability standpoint—over those that first execute these proce-
dures in response to a real life crisis. Testing the incident response plan in a controlled en-
vironment allows the organization to identify and remediate gaps or deficiencies and to 
use the experience to prevent making similar mistakes in the future.  In addition, regulators 
expect companies to routinely test their data security programs, and doing so will help 
inform prosecutorial discretion should a real incident arise. 

INSURANCE: 

Cyber liability insurance is complex, new to the marketplace and evolving.  Understanding 
what cyber risks are most relevant to the company is absolutely essential to the process of 
securing the best coverage possible. It is likewise crucial to understand your existing cov-
erage, if it exists at all. Failure to negotiate coverage amounts, exclusions, specific dates of 
coverage, and legal recourse options upon a cyber incident may leave the company finan-
cially vulnerable. Once you have an understanding of your cyber risk transfer needs, it is 
important to find a liability policy that most closely aligns with those needs and protects 
your company from financial and operational harm. 

Threat Landscape  
 

Cybersecurity and Enterprise Risk Management 
 
The level of concern felt by senior executives with respect to cybersecurity continues to 
rise commensurate with the number of significant data breaches becoming public. A vast 
number of CEOs list cybersecurity as one of their top concerns. A few years ago, the topic 
of cybersecurity was frequently perceived as an “IT” problem. Today, that is no longer the 
case, and cybersecurity is increasingly viewed as an enterprise risk management process, 
requiring accountability and oversight at senior levels.   
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Underscoring the growing importance are recent reports that show 2014 was dubbed “The 
Year of the Breach,” and the number of breaches that have occurred since only continues 
to increase, with 2015 being even a bigger year as far as reported breaches.2  Even more 
troubling, one preliminary report suggests that 2016 breaches are up more than 25 per-
cent over 2015 figures for the same time period.3   

In 93 percent of cases, it took attackers minutes or less to compromise systems, while 83 
percent of victims did not realize they had been breached for weeks or more.4 One sober-
ing statistic found that unauthorized intruders are in a company’s network for more than 
200 days prior to discovery.5 Although cyber criminals are constantly adapting and im-
proving their attack vectors, 95 percent of breaches fit into nine types or patterns: miscel-
laneous errors; insider and privilege misuse; physical theft/loss; denial-of-service; crime-
ware; web app attacks; point-of-sale intrusions; cyber-espionage; and payment card skim-
mers.6 

Social engineering, in particular, remains incredibly effective. This tactic essentially tricks 
someone into doing something they ordinarily would not do, often by impersonating a 
known source and requesting sensitive information. This past year, phishing attacks have 
been astronomically successful, with one approach being quite simple. Bad actors send 
emails, impersonating the CEO or CFO, to payroll personnel (easily discoverable on social 
networks), requesting that they send all employees’ W-2 Forms. In other words, the bad 
guys simply ask for the information, and the unwitting recipient of the request provides it.  

Ransomware—whereby cyber criminals prevent or limit users from accessing their files or 
systems unless a specified ransom is paid—is also on the rise, with organizations in every 
industry being affected. The “insider threat” also continues to cause havoc for entities, and 
insider incidents are often the hardest, and take the longest, to detect. Of all the incidents 
types, insider misuse cases are the most likely to take months or even years to discover.7 

If these numbers have taught us anything, it is that any company, in any industry, is sus-
ceptible to a cyber-attack—data breach victims are not limited to a particular industry.  
The current threat landscape is such that, in essence, if a business touches the Internet in 
any way, it is a potential target for a cyber-attack.   

Apartment Industry Specific Considerations 
 
The cyber risk to the apartment industry is often erroneously overlooked and underesti-
mated. While financial and healthcare sectors are obvious targets, bad actors have for 
some time now focused on other less obvious data-rich targets. Apartment companies and 
their suppliers often collect, use and maintain vast amounts of sensitive financial and per-
sonal data about residents, prospective residents and employees.  

While breaches involving retail companies, financial institutions and healthcare entities 
frequently dominate the headlines, the apartment industry is no less vulnerable to these 
risks.  The industry is rich with valuable information that bad actors want. In fact, the risk 
to the apartment industry, is arguably greater due to the fact that companies’ information 
security programs are relatively immature compared to other, more heavily regulated sec-
tors, such as financial and healthcare companies that have specific regulatory require-
ments pertaining to information security and which have had regulators supervising com-
pliance for years.   

 
While breaches involv-
ing retail companies, 
financial institutions 
and healthcare entities 
frequently dominate 
the headlines, the 
apartment industry is 
no less vulnerable to 
these risks than these 
well-known sectors and 
is an industry rich with 
valuable information 
that bad actors want. 
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Moreover, the apartment industry is heavily reliant upon third-party suppliers, which can 
increase an organization’s cyber risk significantly. Indeed, a large apartment firm suffered 
a well-publicized breach in 2014, causing one reporter to state, “It’s time for the multifami-
ly industry to stop ignoring the onslaught of data breach warnings. It’s here. It’s happen-
ing.”8 Cyber criminals will often follow the path of least resistance, and an industry that 
fails to devote the attention and focus needed on cybersecurity measures makes for a 
prime target, especially in an industry that has information about millions of families.   

Data Security: Legal & Regulatory Frame-
work 
While there is not a unified federal law that regulates data security generally, there are 
several avenues of regulation and enforcement at the state and federal level as well as a 
well-developed body of voluntary standards. As the cyber threat continues to gain trac-
tion, more and more regulators are asserting authority in the field.  

In the absence of a unified federal standard, regulatory enforcement actions and court 
decisions are, in effect, creating a standard of care with respect to “reasonable” cybersecu-
rity practices. It is important that apartment firms stay apprised of these decisions and 
understand the various ways in which legal and/or regulatory requirements may apply to 
their businesses. 

Federal Trade Commission 

The most active regulator for data security and privacy issues is currently the Federal 
Trade Commission (FTC). While the FTC does not have explicit authority to regulate enti-
ties’ cybersecurity practices, the Commission has assumed this authority under its con-
sumer protection power to enforce against unfair and deceptive trade practices (often 
referred to as its “section 5 authority”). All multifamily companies and their suppliers likely 
fall within the scope of the FTC’s section 5 jurisdiction and could be subject to an FTC en-
forcement action. 

Over the years, the FTC has ramped up its focus and enforcement in this space.  Compa-
nies have often questioned to what extent the Commission is authorized to regulate data 
security and privacy practices, and Wyndham Worldwide Corporation attempted to chal-
lenge this authority through the judicial system.9  Recently, a court disagreed with the de-
fendant-company’s assertion that the FTC did not have the authority to bring an enforce-
ment action for lax cybersecurity practices.  Many believe this ruling could embolden the 
FTC’s enforcement efforts in the data security field. 

 
While the FTC does not yet have rulemaking authority or the ability to levy fines for sec-
tion 5 violations, companies subject to FTC data security investigations almost inevitably 
result in a 20-year consent decree, which is both cumbersome and expensive.  These con-
sent decrees commonly mandate that the company implement and maintain a comprehen-
sive, written information security program and conduct third-party risk assessments 
and/or audits. Additionally, to the extent a consent decree is violated, the FTC does then 
have the power to hand down monetary fines.  
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The Commission is also actively lobbying Congress to grant rulemaking authority. The key 
takeaway is that the FTC’s focus and enforcement of companies’ cybersecurity practices 
will likely proliferate in the near future. What does the FTC consider to be a “reasonable” 
information security program?  That is not an easy question to answer. Even regulators, 
such as the FTC, recognize that a program for a Fortune 50 company will not be the same 
as a program for a 50-unit apartment community. The FTC enforces mainly through Con-
sent Decrees, and they have provided publicly-available guidance for businesses.10   

Securities and Exchange Commission 

The Securities and Exchange Commission (SEC) has taken an increasing interest in cyber-
security matters as of late, including emphasizing the role of the board and executive 
management in overseeing entities’ cybersecurity programs. The Commission has also 
strengthened its enforcement in the space through Regulation S-P, which requires regis-
tered broker-dealers, investment companies and investment advisers to adopt written 
policies and procedures that address administrative, technical and physical safeguards for 
the protection of customer records and information.   

Late last year, the SEC announced a settlement with an investment adviser who was al-
leged to have failed to establish the required cybersecurity policies and procedures in ad-
vance of a breach that compromised the personally identifiable information of approxi-
mately 100,000 individuals. One SEC official’s comment on the case is particularly telling: 

As we see an increasing barrage of cyber-attacks on financial firms, it is im-
portant to enforce the safeguards rule even in cases like this when there is 
no apparent financial harm to clients. Firms must adopt written policies to pro-
tect their clients’ private information and they need to anticipate potential cyber-
security events and have clear procedures in place rather than waiting to react 
once a breach occurs.11  

Moreover, cyber risks should be reported in company filings, and cyber incidents may ar-
guably require publicly-held multifamily firms to file an 8-K report with the SEC as a mate-
rial event or corporate change that could be of importance to the shareholders.  The SEC 
has provided guidance regarding disclosure obligations relating to cybersecurity risks and 
cyber incidents.12   

Financial Sector Requirements 
 
The financial sector is one of the most heavily regulated industries in terms of cybersecuri-
ty requirements, but the standards can vary in their applicability depending on the type of 
organization and its activities. For example, the Gramm-Leach-Bliley Act (GLBA) applies to 
financial institutions, but the definition of a financial institution under the statute is quite 
broad and includes businesses that are “significantly engaged” in providing financial prod-
ucts or services.  
 
GLBA regulates financial institutions’ management of nonpublic personal information, 
namely through the Privacy Rule (which implements consumer privacy notice require-
ments) and the Safeguards Rule (which requires security controls to protect the confiden-
tiality and integrity of personal consumer information). In addition, apartment companies 
or suppliers who perform credit checks on consumers generally must comply with the re-
quirements of the Fair Credit Reporting Act (FCRA). 

The Securities and Ex-
change Commission 
has taken an increasing 
interest in cybersecuri-
ty matters as of late, in-
cluding by emphasizing 
the role of the board 
and executive man-
agement in overseeing 
entities’ cybersecurity 
programs. 
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The Consumer Financial Protection Bureau (CFPB), has recently delved into the cyberse-
curity field, issuing its first data security-related consent order just this year.13  The Dodd-
Frank Act excludes from the definition of enumerated consumer laws placed under the 
CFPB’s jurisdiction the key provisions of GLBA. The CFPB’s consent order demonstrates a 
seeming circumvention of this limitation by self-defining its authority to enforce against 
Unfair, Deceptive or Abusive Acts and Practices (UDAAP) as encompassing data security 
matters.  

State Laws 

Despite many attempts by Congress to pass federal legislation, there currently is not a 
unified federal data breach law. Instead, there exists a patchwork of state laws (47 states, 
plus D.C., Guam, Puerto Rico, and the Virgin Islands), making compliance both nuanced 
and complex.14 The applicability of state data breach laws is governed by the state of resi-
dence of affected individuals. Thus, an apartment firm that operates in more than one 
state can be subject to the laws of multiple state jurisdictions.   

Requirements can vary drastically across jurisdictions, including how personal information 
is defined by statute.  The standard definition is a first and last name, or first initial and 
last name, in combination with:  (i) Social Security Number (SSN); (ii) driver’s license num-
ber or state-issued identification Number; or (iii) financial account number or credit/debit 
card number in combination with any required security code, access code or password that 
would permit access to the individual’s financial account.  However, some states maintain a 
definition that expands beyond these traditional categories and includes, for example, 
medical information or a username or email address in combination with a password or 
security question and answer that would permit access to an online account. 

In addition, some states incorporate a risk of harm analysis or an encryption safe harbor in 
determining whether a breach occurred, while others do not.  That is, certain states do not 
require breach notification if the company makes a determination that the risk of harm is 
low—others require notification regardless of the likelihood of harm.  

 Importantly, notification timelines for both regulators and consumers vary significantly.  
Some states require notification to a regulator or consumer within a specific timeframe 
(e.g., 30 days from discovery), while others mandate this occur “without unreasonable de-
lay.”  Moreover, some states require that regulatory notification occur before notification 
to consumers, which can be difficult to manage, in particular with respect to breaches in-
volving employees’ information.  Certain states have also implemented prescriptive data 
security standards, such as requiring encryption of laptops. 

The above illustrates the complexities organizations must face in the midst of a breach, 
and the rapid—and sometimes chaotic—pace at which breach investigations move only 
adds to the challenge.  The various state requirements are enforced by each state’s Attor-
ney General (AG), and many AGs, like California and Connecticut, have become very active 
in the data security and privacy space.  

In addition to state breach laws, multifamily firms, like all businesses, must comply with 
other relevant state laws, whether that be the state where they are based or, in most cas-
es, the state in which the property or service is located.  
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Industry Security Standards 

The Payment Card Industry Data Security Standards (PCI DSS), although self-regulatory, 
have also created technical and operational requirements to protect cardholder data. 
These requirements apply to all entities that store, process or transmit cardholder data 
and are enforced by the payment card brands.  

If a company experiences a data breach involving cardholder data, they may have to deal 
with payment processors, banks or even the card brands themselves, who all have report-
ing requirements and flow down breach response requirements in their contracts. Apart-
ment companies and suppliers that accept or process credit card payments for lease de-
posits, rent payments and the like may be impacted by these standards, and the im-
portance of understanding this process is discussed further in the Best Practices section.   

Finally, the National Institute of Standards and Technology (NIST) Cybersecurity Frame-
work, International Organization for Standardization (ISO) 27000 series, Control Objec-
tives for Information and Related Technology (COBIT), and Information Technology Infra-
structure Library (ITIL) make up some of the most prominent industry security standards.  

The NIST Cybersecurity Framework is intended to provide guidance on managing cyber-
security risk and focuses on five key functions—identify, protect, detect, respond and re-
cover—which are broken out into various categories (e.g., asset management, governance, 
risk assessment, access controls, training, monitoring and detection, incident response, 
communications and improvements).  

The ISO 27000 series is a set of standards and best practice guidelines for information 
security management, risks and controls. COBIT is a governance framework focused on 
regulatory compliance risk management, and ITIL focuses on how IT services should be 
used to underpin business goals and objectives.  

While these are distinct standards, they share common themes with respect to security 
best practices. For example, the NIST Framework sub-categorizes each function and maps 
to other standards accordingly. Although these security standards are generally voluntary, 
in practice, they are framing industry expectations and may create an unofficial standard 
of care. These standards are not one-size-fits-all, and determining which standard(s) is 
most appropriate for a particular organization will depend on many factors, including the 
company’s business structure and operations.  

In addition, the European Union (EU) very recently approved the General Data Protection 
Regulation (GDPR), which will create a new data protection regime for businesses that of-
fer goods and services to, or monitor the behaviour of, individuals who are based in the 
EU.15 The GDPR includes a data security standard, which imposes stricter obligations on 
data processors and controllers than compared to the previous regime as well as steep 
fines for noncompliance. The compliance deadline for companies subject to the GDPR will 
take effect in approximately two years.  
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Key Cyber Risks 

Legal and Compliance 
 
Numerous government investigations and actions as well as a variety of lawsuits have 
been brought as a result of companies’ data breaches. Once news of a data breach be-
comes public, the subject company, if the breach is of any notable size or involves certain 
facts, can expect lawsuits, inquiries and investigations to commence almost instantaneous-
ly. It is common for regulators, such as the FTC or state AGs, to begin to inquire about the 
details of the incident as well as what the organization has done to (i) mitigate the inci-
dent; (ii) notify affected consumers; and, (iii) prevent future occurrences.  
 
Regulators will also want to know about prior incidents (whether lessons have been 
learned), whether an incident response plan is in place and being followed, and what level 
of maturity the company has reached. Regulators do not care that a company is busy han-
dling an incident; they demand prompt answers—to very detailed questions—and expect 
the company to handle the incident at the same time. In addition to inquiries, a company 
may also find themselves answering to Congress, the press, concerned customers, and, of 
course, affected individuals. 
 
In addition to investigations and actions by the federal and state governments, companies 
must also be prepared for actions by private parties. Once news of a major security inci-
dent hits the public sphere, plaintiffs’ attorneys begin filing lawsuits, which frequently turn 
into class actions.  
 
Traditionally, plaintiffs have had a difficult time proving that they have standing because 
the courts have found that they were unable to demonstrate harm. However, as data 
breaches are becoming more commonplace, courts are starting to shift in the other direc-
tion.16 Finally, board members have been sued following major breaches in derivative suits 
for breach of fiduciary duty, among other causes of action.  Such suits may be successfully 
defended, but it is demonstrative of the evolving belief that the board should be held ac-
countable for cybersecurity risk management within its organization and further demon-
strates that board members and senior executives need to be prepared to fend off such 
allegations.17 
 

Third-Party Relationships 

Third-party suppliers are often the front line of defense for a multifamily firms’ cybersecu-
rity program. While most suppliers are increasingly prioritizing their cybersecurity practic-
es, oversight is key. If not appropriately managed and monitored, third-party suppliers can 
increase an apartment company’s risk of a cyber incident or breach.  

Suppliers often have access to sensitive data or systems, so managing how suppliers han-
dle and protect sensitive data is critical to maintaining a sound cybersecurity program. If a 
supplier is breached—even if the supplier is at fault—the company with whom the supplier 
contracted is often held responsible or is at a higher risk for brand impact since they main-
tain the consumer-facing relationship. Moreover, a company may be at the mercy of a 
supplier if there are not adequate contractual provisions addressing breach response obli-
gations, cooperation and responsibility.   
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One area of risk many companies face is a poorly governed supplier management pro-
gram. That is, there is no centralized visibility as to what suppliers are being used or to 
what systems or data they have access, nor is there an oversight strategy. These risks can 
increase where suppliers are utilizing sub-contractors of their own.  

For example, a survey of financial institutions—one of the most heavily regulated indus-
tries with respect to data security—revealed that 21 percent of organizations do not re-
quire third-party suppliers to represent that they have established minimum information 
security requirements, and only 36 percent of organizations require information security 
requirements to be extended to subcontractors.18   

These risks are especially prevalent in the apartment industry, which is both heavily reliant 
on third-party suppliers yet typically immature with respect to cybersecurity practices, so 
it is likely that these numbers are far worse in this sector.  An organization is only as se-
cure as its weakest link, so even if a company robustly secures its own system, if it fails to 
ensure its third-party suppliers are doing the same, the risks for a cyber incident are much 
higher. Many of the risks with third-party suppliers can be mitigated through contractual 
provisions, which is discussed in further detail in the Best Practices section. 

Brand and Reputation  

Many companies have done more damage during their communications about the incident 
than the company’s actual response to the incident itself. Media and press inquiries can 
come very early in the investigation process (and in some instances, before the company is 
even aware of a potential incident).  

Facts change quickly and frequently during the incident investigation, and it often takes 
time to ascertain a good understanding of what occurred.  However, this often must be 
balanced with external pressures to provide an explanation of what occurred, especially 
where an incident has obtained media attention. 

A company’s statements made before, during, and after the breach will be scrutinized by 
regulators and plaintiffs’ attorneys, including whether the statements were timely and ac-
curate. Many companies make the mistake of trying to provide too much detail too early in 
the process—such as the precise number of impacted individuals—before the investiga-
tion has concluded, or before the company has determined the scope of the incident. Such 
statements can result in the appearance of the company either being misleading or poorly 
managing its response process.  

Alternatively, a company may try to downplay the incident, make embarrassingly wrong 
statements about the sophistication of the attack or worse still portray itself as the victim. 
Even factually inaccurate news and media reports can have damaging brand impacts if the 
company does not manage its response and associated communications appropriately. 

Operational and Financial  
 
Business interruption resulting from a security incident or data breach can cripple a com-
pany. Many businesses rely on proprietary data, such as trade secrets, technical specifica-
tions, customer lists and the like. The theft, destruction or impaired integrity of proprietary 
data can cause substantial economic losses and also impair future growth and/or return on 
investment. Further, there can be lasting damage to customer and business relationships.   

Many companies make 
the mistake of trying to 
provide too much de-
tail too early in the 
process—such as the 
precise number of im-
pacted individuals—
before the investigation 
has concluded, or be-
fore the company has 
determined the scope 
of the incident. 
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Economic losses associated with business interruption may or may not be covered by in-
surance depending on the nature of the loss. Costs to respond to an incident (e.g., third-
party forensics investigations, public relations firms, legal fees, credit monitoring, mailing 
and call center services) as well as the costs to defend regulatory investigations or lawsuits 
can be far greater than costs to invest in preventative and preparedness measures, and 
recent studies show that associated data breach costs continue to rise. One study found 
that the average cost of a data breach with respect to lost business alone is approximately 
$1.57 million.19 

Cyber Insurance Liability 

A strong cyber liability insurance policy may offer significant protection to multifamily 
firms, and a private marketplace is now widely available via traditional multifamily insur-
ance brokers. The coverage has the potential to save a company from financial and repu-
tational ruin; however, cyber insurance policies are both complicated and rapidly changing.  

There is no standard policy form, which means that the coverage offered by one insurer 
may (and often does) differ dramatically from that offered by another insurer.  There is 
little agreement between insurers on what should be covered, when the coverage should 
be triggered, or even how basic terms should be defined. These differences make it very 
difficult to understand what is and is not covered under the policy.  Failure to negotiate 
the specific parameters of the policy may limit the coverage.  Narrow definitions and over-
ly broad exclusions found in many off-the-shelf policies may mean the difference between 
a policy covering a multi-million dollar loss or one that leaves insureds to pay the tab.  

While coordinating limits, retentions/deductibles, legal claim response and handling, as 
well as other coverage requirements can be complex, ensuring these aspects are ad-
dressed appropriately is critical to ensuring the best coverage for your organization.  

Best Practices 
Cybersecurity is not an overnight process, nor is it a “check-the-box” solution.  Further-
more, there is not any one panacea. Achieving and maintaining a robust cybersecurity 
program requires periodic and ongoing evaluation and improvements. On an encouraging 
note, regulators understand there is no such thing as perfect security and, therefore, want 
to see an organization take seriously and prioritize its cybersecurity program. Multifamily 
firms, like all companies that use sensitive information in their operations, are expected to 
maintain “reasonable” security practices, consistent with the size, complexity and nature of 
the business.  

While cybersecurity measures will differ across entities and should be tailored to your or-
ganization, this section provides general best practices to help guide NMHC and NAA 
members toward achieving a reasonable level of cybersecurity maturity. This section is 
organized by introducing a basic best practice recommendation, followed by contextual 
examples of why the practice is necessary, and then offering considerations for how to 
best implement these controls.  

These best practices are organized into the following main topic areas:  third-party rela-
tionships; oversight; incident response; training, awareness, and enforcement; insurance; 
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and safeguards.  While the below is by no means a complete list of areas that need to be 
addressed and considered in the development of a cybersecurity program, we have specif-
ically identified some of the main areas on which we believe the apartment industry should 
place its focus.  

To be clear, a robust cybersecurity program involves the efforts and input of members 
throughout the organization, including, but not limited to, IT, Information Security, Legal, 
Compliance, Finance, the Business Lines, Marketing, Public Relations and senior manage-
ment. As mentioned above, cybersecurity obligations do not fall solely to technical profes-
sionals. A well-rounded program requires diverse perspectives and the collective attention 
and efforts from personnel across the enterprise, both at senior management and opera-
tional levels. 

Third Party Relationships 

Best Practice:  Establish a Process to Formally Conduct Due Dili-
gence on Supplier Candidates Prior to Engagement 

Why This Matters: 

As discussed above, third-party suppliers are a potential source of cyber risk, and not 
all suppliers are created equally. If something goes awry on the supplier’s clock, the 
organization with the consumer-facing relationship is still generally the one held re-
sponsible, at least in the public’s eye, and at risk for monetary, brand or reputational 
damage. It is, therefore, important to know about the organization with which you are 
doing business, what information it has, and how it protects and uses that data. It is 
also important that the supplier give sufficient assurances and protections as to its 
data security practices. 

How to Implement: 

• Research supplier candidates and ensure you understand their business and data 
security practices before you hire them.  

• Require potential suppliers to provide assurances regarding their data security 
and privacy practices, such as through a data security questionnaire or a formal 
RFP process that requires suppliers to provide specific information on these is-
sues.  

• Ask questions specific enough to get a good handle on the supplier’s security ca-
pabilities.  

• Also ask for any assessments conducted (and the results and mitigation plan) or 
certifications they may have.  

The supplier may push back, but there is always a way to get the information needed 
to attain the desired level of comfort in order to proceed with the engagement.   

With respect to inci-
dent response suppli-
ers (such as law firms, 
identity protection 
companies, forensic 
firms and public rela-
tions firms), it is im-
portant to choose these 
suppliers in advance of 
an incident, where you 
will have appropriate 
time to evaluate their 
practices and properly 
negotiate the contract. 
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With respect to incident response suppliers (such as law firms, identity protection 
companies, forensic firms and public relations firms), it is important to choose these 
suppliers in advance of an incident so you will have appropriate time to evaluate their 
practices and properly negotiate the contract. For some suppliers, particularly forensic 
and public relations firms, the attorney-client privilege is crucial, so ensure that attor-
neys are involved with the arrangements and consider how best to protect the rela-
tionship.   

For all suppliers, it may be advisable to conduct reference checks. It can be helpful to 
leverage information from peers regarding their experiences with certain suppliers be-
fore deciding to engage them. Finally, ensure that this process is consistently imple-
mented and well-known across the organization to those who will be involved in the 
procurement process. 

Best Practice:  Develop Standard Contracts That Include Robust 
Data Privacy and Security Provisions 

Why This Matters: 

Multifamily firms should require any company they hire to have an adequate security 
program. Supplier cooperation is often either necessary or would help expedite the in-
vestigation during the incident response process, and the existing contract may dic-
tate if or how this is done.  

For example, cooperation from a supplier may be needed in order to determine the 
facts of the incident, the data at issue, and/or who is potentially impacted; contract 
terms may limit the rights of the company to demand this cooperation if not properly 
negotiated beforehand. Sometimes suppliers will be managing the data of a number of 
companies, and how that data is secured and segregated may dictate their ability to 
provide access to much needed information.   

Understanding the process and how an incident would be managed before the inci-
dent occurs is critical.  Relatedly, the contract will often limit liabilities during an inci-
dent, and it is important that suppliers retain liability for incidents where they (and 
their own service providers) are culpable.  

Both parties often rely on boilerplate style contracts that fail to consider necessary li-
ability protections in the event of a cyber incident. It is essential that companies estab-
lish an internal review process to ensure that these protections are included in all sup-
plier contracts that have the potential to deal with sensitive information.   

Organizations sometimes only require a contract review and/or approval when the 
engagement would exceed a certain dollar amount, but such process does not take in-
to account the sensitivity of the data to which the supplier will have access. Often, lim-
its of liability are so low as to only cover a fraction of costs. Having pre-approved con-
tract provisions can help mitigate these risks. The company should establish a process 
to ensure that these provisions are incorporated into all supplier contracts, especially 
those where sensitive data is at issue.   

Relatedly, apartment firms should understand their own contractual obligations with 
third parties. This is especially important as it relates to incident investigations involv-
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ing cardholder data. As mentioned above, the PCI Data Security Standards impose 
technical and operational requirements to protect cardholder data, which apply to all 
entities that store, process or transmit cardholder data and are enforced by the pay-
ment card brands.  

If a company experiences a data breach involving cardholder data, they may be forced 
to work with payment processors, financial institutions or the card brands, all of which 
have reporting requirements and flow down breach response requirements in their 
contracts. It is important to understand this process and determine what obligations 
may apply—depending on these requirements, in some instances, a company could 
lose control over its investigation and resulting findings (for example, if one of these 
parties requests an investigation by a PCI Forensics Investigator). 

How to Implement: 

The apartment company, ideally in conjunction with its legal department or external 
legal counsel, should develop standard data privacy and security provisions, which are 
required to be included in all supplier contracts. Specifically, these provisions should 
effectuate the following: 

 
• Require the supplier to adhere to specified data security and privacy stand-

ards and obligations, including approval for data use and sharing obligations 
for any downstream parties who may have access to the data; 

• Require the supplier to be held accountable for its employees (and any sub-
contractors) and ensure their compliance with contractual obligations and 
any applicable company data security and privacy policies; 

• Require the supplier to immediately notify you of any suspected or confirmed 
data security incident involving data of your company; 

• Require the supplier to cooperate in all data security investigations involving 
your data or systems. Reasonable cooperation may include permitting an out-
side forensic firm to have access to the systems; 

• Ensure the supplier retains responsibility and liability for security incidents 
that are the fault of the supplier (or the supplier’s sub-contractors), including 
costs associated with these incidents above and beyond only one year of 
costs for the service, as is typically the case; 

• Include appropriate indemnification provisions as well as reps and warranties 
for the supplier’s product or service; 

• Make clear you are in control of determining breach notification obligations, 
including whether the notification will come from you or the supplier; 

• Prohibit the supplier from making any unapproved disclosures regarding data 
security incidents or investigations involving your company (unless required 
to do so by law); 

Require that the sup-
plier cooperate in all 
data security investiga-
tions involving your da-
ta or systems. Reason-
able cooperation may 
include permitting an 
outside forensic firm to 
have access to the sys-
tems 
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• Retain the right to conduct audits of the supplier to ensure compliance with 

the contract and related data security obligations; 

• Require the supplier to maintain an insurance policy that adequately covers 
cyber risks. 

Any changes to these provisions in supplier contracts should be reviewed and ap-
proved by the legal department. This process should be implemented for contract 
renewals or amendments in addition to newly-created engagements. 

Best Practice:  Periodically Conduct Audits and Re-Evaluate Sup-
plier Practices to Ensure They are in Compliance With the Con-
tract and Adhering to Reasonable Security Practices.  

Why This Matters: 

Contractually requiring suppliers to abide by certain data security and privacy stand-
ards is a good first step to a solid supplier management program, but these provisions 
are only valuable if the supplier is adhering to them. Monitoring a supplier’s data prac-
tices and compliance with its contractual obligations will help keep the supplier ac-
countable and also provides visibility into the supplier’s practices. This can help com-
panies identify and mitigate potential issues before an incident occurs.   

How to Implement: 

Typically this process is accomplished through a right to audit provision and, indeed a 
number of companies take advantage of this provision by coming on-site and “kicking 
the tires” on the supplier’s program. Auditing suppliers can be done by the company 
internally, or the company may choose to retain a third party to conduct this process 
on its behalf. At a minimum, you want the right to audit. Monitoring can come in other 
forms as well, such as having your supplier attest to their ongoing adherence to con-
tractual requirements or by providing you with proof of third-party assessments or 
any new certification obtained.  

Best Practice:  Develop a Supplier Management System, To In-
clude Centralized Visibility Regarding Supplier Contracts.  

Why This Matters: 

This white paper has emphasized that apartment firms’ cyber risk exposure increases 
through the use of third-party suppliers. This risk increases exponentially if the organ-
ization is unaware of what suppliers it has, what obligations apply and the types of da-
ta and systems suppliers have access to. Without this information, ensuring suppliers 
maintain sufficient data security practices will be difficult and inconsistently imple-
mented across the organization.  

Further, not being able to quickly ascertain what suppliers you have and for what pur-
pose or function you use them can cause substantial delays during an incident inves-
tigation and may impede your ability to determine what occurred or what data is at is-
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sue. Thus, this information must be centralized and well-managed so that it is easily 
accessible and verifiable when needed. 

How to Implement: 

One effective measure to ensure suppliers are centrally managed is to require all sup-
plier contracts be vetted and approved by a specific department. The legal depart-
ment is generally best suited for this function. It is also useful to set a periodic sched-
ule by which all contracts should be re-evaluated to ensure the terms are still accurate 
and appropriate.  
 
Problems often arise with respect to older contracts that have been in place for some 
time. While it may be harder to make changes for contracts that are ongoing in nature 
and not subject to renewal or approval, it is important that a plan be put in place to 
review historical contracts. Companies often triage this process by risk ranking all 
suppliers and starting with the top tier suppliers.  
 
Suppliers are accustomed to being asked to agree to security provisions, and if they 
push back too hard, that may be an indication that there could be underlying issues or 
concerns. From a practical standpoint, ensuring that existing contracts are maintained 
in a centralized and secure database will help streamline the contract review as well as 
supplier audit process. 

 
Best Practice:  Ensure Suppliers’ Access Rights Are Appropriate 
To Job Function, and Provision Access Only As Necessary To 
Conduct Such Functions.  

Why This Matters: 

Provisioning access based on role or job function is a standard privacy tenet, and do-
ing so helps minimize data security risks. Limiting access rights also makes it easier to 
manage and oversee suppliers’ activities and identify anomalous behavior. 

How to Implement: 

Companies should identify what access levels are needed for the supplier to provide 
its services, and access rights should be tailored accordingly. Access to sensitive data 
should be limited and provided only as needed to carry out the supplier’s job duties.  

Along these lines, legitimate user credentials of company employees are frequently 
stolen, so it is important that company credentials are carefully managed. Similarly, it 
is important to ensure there is a process in place to review and revoke and/or alter 
supplier access rights upon termination of the contract or upon a change in responsi-
bilities or job function.   

  

Companies should 
identify what access 
levels are needed in 
order for the supplier 
to provide its services, 
and access rights 
should be tailored ac-
cordingly. Access to 
sensitive data should 
be limited and provid-
ed only as needed to 
carry out the supplier’s 
job duties. 
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Oversight 

Best Practice:  Ensure the Board and/or Senior Management 
Maintains Oversight Regarding the Company’s Cybersecurity 
Program and Associated Risks.  

Why This Matters: 

As mentioned, cybersecurity is now widely viewed as a risk management process at 
the enterprise level, and regulators expect senior executives and board members to 
oversee this process. Thus, board members and senior executives should have an ac-
tive role with respect to the program.  

If Congress ultimately passes legislation mandating board oversight, board members 
will be statutorily obligated to be actively engaged with their entity’s cybersecurity 
program. In the meantime, board members will be held accountable through derivative 
suits alleging violations of fiduciary duties. Even without legal action, the negative 
press alone about failed cyber oversight can impact board members’ roles within an 
organization. 

Relatedly, a successful cybersecurity program is largely driven by cultural expecta-
tions, and board members and executive management are in the best position to cre-
ate this environment. If executive leadership demonstrates an interest in and places 
value on the organization’s information security program, lower level personnel will be 
more likely to follow suit.   

How to Implement: 

Board members and executive management cannot effectively oversee their cyberse-
curity program if they are not adequately informed of the organization’s risks and 
processes. Companies should institute a process to provide formal reporting to the 
board on cyber risks.  

This reporting should be conducted on a consistent and periodic basis (e.g., quarterly 
reports).  Although there has been a trend away from the notion that cybersecurity is 
solely an IT responsibility, there still remains a gap in articulating the cyber risks from 
technical personnel to executive management. A new study found 91 percent of board 
members in highly vulnerable organizations reported that they are unable to interpret 
a cybersecurity report.20 Thus, the reporting process must ensure that technical and 
executive participants are “speaking the same language,” and achieving this goal re-
quires effort from both sides.   

Technical personnel should ensure that the reporting is not too technically complex 
and is presented in a manner that can be readily understood by a non-technical audi-
ence. Focusing on how the cyber risk can impact business operations and affect the 
organization’s bottom line will help with this process.  

Likewise, executives should not merely write off the ability to discuss cybersecurity 
risks solely because they do not have a technical background. While executives cer-
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tainly are not expected to be fully proficient in the technical details, they should famil-
iarize themselves with common industry terms and have a general understanding of 
well-known security threats. Doing so will enable decision-makers to have an informed 
discussion with technical personnel and make appropriate business decisions in re-
sponse.   

Board members need to be versed enough to actively participate in making strategic 
decisions and capable of making judgements as to the adequacy of the program, in-
cluding whether appropriate organizational structure and resources are in place. In-
deed, some companies are selecting board members who have familiarity and experi-
ence with cybersecurity. Ultimately, no matter the level of experience, the board needs 
to be informed enough to be able to adequately review and approve the organiza-
tion’s cybersecurity program.  

Best Practice:  Conduct Periodic Assessments of the Company’s 
Cybersecurity Program.  

Why This Matters: 

As discussed, cybersecurity is a continual process, which requires ongoing attention 
and improvements. The threat landscape is constantly and rapidly evolving. Cyber 
criminals are incredibly persistent and adaptive to defensive measures, and it often 
feels like the “good guys” are only playing catch-up with criminals’ new tactics. At the 
same time, simplistic attacks, as mentioned above, continue to be successful.  

In addition to the transforming landscape, business operations can also change over 
time, which may require an adjustment to existing information security processes. Fur-
ther, there is often a misconception that compliance is the equivalent to security, and 
many organizations detrimentally rely on compliance with security standards as their 
protective shield.   

Compliance is a point in time and does not guarantee that your information security 
program is foolproof. In fact, many well-known data breaches occurred within organi-
zations that had achieved some form of security compliance (such as PCI DSS) at the 
time of the attack. Finally, perfect security is a good goal but is unattainable. As a re-
sult, organizations must continually evaluate their procedures relative to the cyber 
threats with which they are confronted and adapt measures accordingly.  

How to Implement: 

Companies should establish a process to conduct periodic assessments of their cyber-
security program.  It is important that this process be implemented both internally and 
externally. At a minimum, this process should be formally executed on an annual basis. 
The internal audit function is often a good resource to manage internal security as-
sessments, and it is important to ensure that all relevant departments—not just IT or 
Information Security—are involved in the assessment.   

Third-party assessments can also be extremely valuable, as they can provide an unbi-
ased and objective perspective as to the program’s effectiveness. Third-party asses-
sors can also frequently offer additional resources that may not otherwise be available 

When companies uti-
lize third-party compa-
nies to assess their in-
formation security and 
incident response pro-
grams, without the 
presence of outside 
counsel, their reported 
findings—including 
identified deficiencies, 
missteps, and vulnera-
bilities—may be availa-
ble to regulators and 
could be used against 
the company in future 
enforcement actions. 
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by the organization alone. When conducting a third-party assessment, however, it is 
critical to involve legal counsel. One of the greatest benefits for leveraging outside 
counsel is that it may afford the company the protections of the attorney-client privi-
lege and may help protect the company from unwanted exposure.   

When companies use third-party companies to assess their information security and 
incident response programs, without the presence of outside counsel, their reported 
findings—including identified deficiencies, missteps, and vulnerabilities—may be 
available to regulators and could be used against the company in future enforcement 
actions.  

Similarly, non-legal third-party companies frequently do not draft their reports with li-
ability or disclosures in mind, which often put companies at risk of being painted in a 
light much less favorable than is necessary, should that report end up in the hands of 
regulators, plaintiffs’ attorneys, or even the press. Moreover, information security poli-
cies and incident response plans are often written by IT or information security pro-
fessionals and do not adequately take into consideration legal disclosures or obliga-
tions in the policies. Retaining legal counsel to oversee the process will ensure that 
policies and procedures are developed with these risks in mind and ensure that such 
policies are written such that their implementation, or lack thereof, can be well-
defended against regulators, plaintiffs’ attorneys, and the like. 

It is important to remember that conducting the assessment is only a beginning—not 
the end. The organization must be sure to timely address and act upon any identified 
deficiencies or recommended improvements. This process should be documented and, 
to the extent any recommendations are not implemented, the organization should 
document its justification for not doing so and any associated alternative mitigations 
to address the issue. 

Incident Response 

Best Practice:  Develop and Maintain a Written Incident Response 
Plan, and Ensure it is Consistent with Other Related Company Pol-
icies and Procedures.  

Why This Matters: 

When a cyber incident occurs, one of the first things regulators will ask to see is the 
organization’s written incident response plan. Having a written plan in place will help 
organize and streamline the incident response process. The incident response players 
must have clarity on roles, responsibilities and authority during an incident. Without 
clear instructions and authorizations in place, personnel will respond inconsistently, 
which can be especially damaging to an organization’s brand and can also create legal 
risks.  

Similarly, without clearly identified procedures, organizations run the risk of depart-
ments duplicating efforts, wasting both (valuable) time and resources. A written plan 
will help to provide structure, clarity and organization around the incident response 
process. The time to develop an incident response plan is not after your first breach 
happens.   
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How to Implement: 

Key Terms 

In developing the plan, there are several key topics that should be addressed. First, it 
is critical that key terms (e.g., “Event,” “Incident,” “Breach”) are consistently and clearly 
defined. To the extent there are multiple policies in the scope, terms must have the 
same meaning across the plans and departments. Differing definitions can result in 
confusion among incident response players, and poorly defined terms can create am-
biguity as to when certain processes are triggered. Moreover, the term “Breach” has 
legal implications, and referring to an incident as a data breach before a determination 
is made as to whether a breach (as defined under law or written policy) has occurred 
is a common mistake. The legal department—or the organization’s outside counsel—
should be responsible for determining if a data breach has occurred. 

Roles and Responsibilities 

It is also imperative that the plan identify roles and responsibilities during the incident 
response process. The plan should clearly designate an Incident Commander, who is 
ultimately in charge of the response process and who has real-time decision-making 
authority.  

In particular, the plan should be clear about the scope of the Incident Commander’s 
authority and whether any approvals are needed before certain actions can take place, 
especially with respect to actions affecting company systems. Similarly, the plan 
should identify key incident response team members (including designated back-ups) 
and clearly define their roles and responsibilities for the incident response process. 

Communications 

Perhaps one of the most important aspects of the incident response process—and 
one which frequently causes problems for organizations—is the communications pro-
cess.  It is critical that the incident response plan establish clear communications pro-
tocols, including triggers for cross-functional coordination and escalation. Key person-
nel are unable to carry out their responsibilities if they are unaware of incidents that 
require their attention.   

A common communications error is neglecting to engage the appropriate parties early 
enough in the incident process, so clearly-defined triggers for when certain depart-
ments and players need to be informed of and engaged in the response process must 
be established. In addition, clear protocols for when to escalate issues to senior man-
agement are also necessary. The plan should be clear as to who is responsible for re-
porting to senior management and when such reporting should occur. 

The issue of late engagement frequently surfaces with respect to communications 
with the legal department. For example, if legal is not engaged early enough in the 
process, the risk for non-compliance with state or federal laws (e.g., breach notification 
requirements) increases, which can result in or detrimentally affect government inves-
tigations or litigation. Legal is also needed for ensuring attorney-client privilege pro-
tection, which can be important in related litigation or investigations.21   

The issue of late en-
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surfaces with respect 
to communications 
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ment. For example, if 
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The plan should also include clear procedures for external communications, including 
who is authorized to speak on behalf of the company and what approvals are required. 
Because terminology surrounding cyber incidents can both be complex and have legal 
implications, early involvement by the legal department is also important for review-
ing and approving external communications, especially public statements to the media 
and press.  

Facts develop quickly, and many pieces of information are often unknown during the 
early stages of the cyber incident response process. Apartment companies must de-
velop a clear strategy for handling media inquiries at this early stage, such as cold 
calls from reporters.  One way to manage this is by creating pre-developed templates 
or canned holding statements.   

Relatedly, companies will frequently experience an influx of questions from customers 
as well as employees outside of the incident response process during early stages of 
an incident.  Therefore, this process should be memorialized in the incident response 
plan, including: who is responsible for drafting communications for this audience; how 
the information will be communicated; and any associated approvals required for do-
ing so. 

Finally, the plan should establish clear protocols for communications with third parties, 
such as:  (i) law enforcement; (ii) regulators; (iii); affected individuals; and, (iv) as dis-
cussed in further detail above, suppliers. The format and content of communications 
with regulators and affected individuals is often dictated by state law and can vary 
substantially across jurisdictions. Thus, legal counsel needs to maintain control and 
oversight of determining what, if anything, should be communicated and when such 
communication should occur to these parties.   

Best Practice:  Establish Clear, Written Procedures or “Playbooks” 
for Incident Prioritization, and Conduct Business Risk Assessments 
of Possible Major Actions 

Why This Matters: 

Incident prioritization has been identified as the most critical decision point in the in-
cident handling process.22 Because incidents of great magnitude demand multiple ac-
tions (from various departments) across an organization, it is critical that organiza-
tions create written guidelines for incident prioritization.23 Further, “[a]ccurate analysis 
and prioritization of incidents are dependent on specific knowledge of the organiza-
tion’s environment.”24  

Technical actors need clear guidelines to follow in emergency situations. Without this 
direction, response players could take an action, which they believe to be necessary 
from a technical perspective (such as taking down a company system), but which re-
sults in significant negative impact to the business (indeed, in some cases, the defen-
sive action could potentially prove to be more impactful than the risk the action is in-
tended to prevent).   

Such a decision, in turn, could have a direct monetary impact both in terms of business 
interruption as well as customer dissatisfaction. In the absence of any previously de-



 

WHITE PAPER | JUNE 2016 MULTIFAMILY AND CYBERSECURITY: THE THREAT LANDSCAPE AND BEST PRACTICES 

24 
termined impact analysis, notifying affected business lines after certain actions have 
already been taken could prove to be much too late. 

How to Implement: 

Multifamily firms should establish clear, written procedures for incident prioritization. 
Non-technical departments should participate in the preparation of these materials so 
the need for business impact analysis in the context of incident prioritization is clearly 
understood.  
 
The procedures should call for business lines to be engaged early in the incident re-
sponse process to provide business impact input that can be used to help prioritize 
investigative and remediation activities. This process can be implemented by leverag-
ing lines of business and technical resources to create “playbooks” that will guide re-
sponse actions designed to address anticipated impacts to certain key systems.  
 
This process should include pre-determined, tiered assessments of business impact 
decisions that are of high priority to the company and likely to materialize during an 
incident (e.g., taking down a company website) and identify which actions, if any, are 
subject to senior leadership approvals or notifications. 

 
Best Practice:  Designate an Incident Scribe, and Create a Central-
ized Repository for Retaining All Information Generated for Cyber-
Related Incidents 

Why This Matters: 

Multifamily firms should maintain a primary database for retaining information per-
taining to ongoing and previous incidents. Failure to adequately track incident proce-
dures or having information scattered across various departments creates obstacles 
for complying with legal obligations, such as regulatory inquiries and breach notifica-
tion letters. This function is especially critical since these obligations have specific 
timelines for compliance; requiring the organization to dig through various depart-
mental databases or interview all incident response actors to verify information is both 
inefficient and interrupts incident mitigation tactics. 

  
Relatedly, companies must be able to demonstrate steps taken during the incident re-
sponse process. As the adage goes—it is not what you did, but what you can prove 
you did.  Incident response activities will be scrutinized in the event of regulatory in-
vestigations and/or litigation. It is imperative that the organization be able to quickly 
ascertain the chronology of facts known and steps taken during the incident. Moreo-
ver, having this information available can help make the on-boarding and off-boarding 
of incident response players more efficient. It will also assist with the lessons learned 
process, as discussed in further detail in the following section. 

 
How to Implement: 
 
Ensure that response players are trained on where incident-related information should 
be memorialized, and where these resources can be located. It is important to desig-

Implementing a clear 
process for document-
ing “lessons learned” 
after a cyber exercise 
and real incidents—as 
well as ensuring this 
process is adequately 
communicated across 
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accessible for review 
and consultation dur-
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company failed to 
learn from its past mis-
takes. 
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nate a dedicated incident scribe (and appropriate back-up) to memorialize all steps 
taken during the incident (not just those related to technical mitigations).  
 
This role should not be filled by someone who is responsible for remediating and re-
sponding to the incident. This scribe should be present in the organization’s “War 
Room” and kept informed of key information so the response process can be ade-
quately memorialized. This individual should possess a proficient understanding of the 
cyber incident response process so terminology is adequately understood and steps 
taken are accurately reported. Finally, the legal department should review the scribe’s 
documentation prior to distributing the information outside of the incident response 
team. 

 
Best Practice:  Implement a “Lessons Learned” Process, and Ad-
dress and Improve Upon Deficiencies in the Incident Response 
Process. 

Why This Matters: 

Regulators and consumers expect companies to stay apprised of current threats and 
to implement policies accordingly. Regulators are much more critical of those compa-
nies that fail to learn from past mistakes. Implementing a clear process for document-
ing “lessons learned” after a cyber exercise and real incidents—as well as ensuring this 
process is adequately communicated across the organization and accessible for review 
and consultation during events—will help reduce the veracity of any allegations that 
the company failed to learn from its past mistakes. 

 

How to Implement: 

Lessons learned meetings should be held regularly after live incidents as well as inci-
dent response exercises to review the effectiveness of the incident handling process 
and to identify necessary improvements to existing security controls and practices. 
The information accumulated from lessons learned meetings should be used to identi-
fy and correct any noted weaknesses and deficiencies in policies and procedures.  
 
Follow-up reports generated for each resolved incident can be helpful not only for evi-
dentiary purposes but also for reference in handling future incidents and in training 
new team members. Multifamily firms should communicate these procedures and 
make these materials available to appropriate parties across the organization. 

 
Training, Awareness and Enforcement 

Best Practice: Test Your Incident Response Plan.  

Why This Matters: 

Having a policy or plan alone is not enough, and while the first thing a regulator will 
request during an investigation is a copy of the organization’s written incident re-
sponse plan, the second thing they will ask is whether that plan was followed. Thus, it 
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is important that key players are trained on the incident response policy and that the 
plan is tested for consistency, effectiveness and operability.   

A company can have a seemingly perfect plan on paper, but it can be rendered mean-
ingless if the policies are not effective and internalized by key players in the process. 
Companies who test their incident response policies have a significant advantage—
from both a practical as well as a liability standpoint—over those who first execute 
these procedures in response to a real life crisis.  

Testing the incident response plan in a controlled environment allows the organiza-
tion to identify and remediate gaps or deficiencies and to use the experience to pre-
vent making similar mistakes in the future. In addition, regulators expect companies to 
routinely test their data security programs, and doing so will help inform prosecutorial 
discretion, should a real incident arise. 

How to Implement: 

Simulated cyber exercises have proven to be one of the best ways to test a company’s 
incident response plan. There are various types of exercises that can be implemented, 
depending on the level of maturity of the entity’s cybersecurity program, including 
tabletop and operational exercises.  

A tabletop exercise is a facilitated analysis of a company’s response to an emergency 
situation in a conversational environment. It typically includes previously identified 
key personnel discussing simulated scenarios and is used to assess incident response 
plans, policies and procedures. The format is discussion based and limited to partici-
pants in the venue or available by video/teleconference. No actions are taken on live 
systems. 

In contrast to a tabletop exercise, an operational exercise is conducted to allow per-
sonnel to work in an environment that simulates an actual incident (i.e., employees are 
sitting at their desks, responding as they would in a real-world event). Operational ex-
ercises are ideal for providing insight into a company’s effectiveness of security opera-
tions and incident response during a specified incident.  

Operational exercises, either with or without prior notice to participants, can test ca-
pabilities in an even more realistic way, and may identify tactical issues that a tabletop 
would not reveal. The most effective testing programs combine multiple types of tests 
over time. Enterprise-wide tabletop exercises can be combined with smaller, targeted 
functions or department-specific exercises to fine tune specific problem or critical are-
as. 

Best Practice:  Implement an Enterprise-Wide Security and Aware-
ness Training Program 

Why This Matters: 

Employees cannot engage in procedures if they are not aware they are responsible for 
doing so. Similarly, personnel will be less inclined to prioritize security best practices if 
management does not lead by example. Implementing a consistent security and 

A good place to begin 
with implementing se-
curity training is by es-
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priate tone at the top.  
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awareness training program will help ensure security practices remain top of mind for 
personnel and will foster a culture that values such practices.   

Security training also ensures that employees exhibit consistent responses and behav-
iors when faced with security threats. Technology is a valuable tool, but it is not the 
end-all, be-all solution. Human interaction is still needed to analyze and act upon 
threat intelligence. Finally, as previously discussed, the cyber landscape is constantly 
evolving, so it is important that personnel are kept up-to-date on new threats, existing 
trends and best practices. Despite the constant development of and improvements to 
technological safeguards, people continue to be the weakest link in the maintaining 
organizational cybersecurity. 

How to Implement: 

A good place to begin with implementing security training is by establishing the ap-
propriate tone at the top.  Board members and executives should take steps to im-
plement top-down messaging, promoting data security and privacy practices 
throughout the organization. Posters, banners, and similar signage are easy ways to 
exhibit a security focus. 

Secondly, incident response and key cybersecurity policies should be incorporated in-
to onboarding materials and new-hire trainings. Many organizations neglect to focus 
on security training during the new-hire process, instead making it a minimal focus 
within a larger subset of general training policies.  

A dedicated security training program that is implemented immediately upon on-
boarding will set expectations with employees from the moment they join the compa-
ny and will help establish a baseline security awareness. Such training should be con-
ducted before employees are given access to data or systems. Some organizations 
even require employees to achieve a passing “score” on security training modules be-
fore credentials are provided. 

Further, employees who will have access to sensitive information or systems, as well 
as those who have key roles in the incident response process, should receive targeted 
security training, specific to their job duties and functions. Likewise, organizations 
should be sure there is a process in place for training employees upon a change of role 
or job duties that would materially alter their ability to access sensitive data. 

Entities should also institute a periodic “refresher” information security training for all 
employees to remind them of required policies and procedures, update them regard-
ing new threats or key information, and reiterate the importance of data security prac-
tices. Finally, companies should hold employees accountable for data security obliga-
tions by enforcement of policies and disciplinary measures, where appropriate. 

Insurance25 

Best Practice:  Understand Your Risk, and Match Your Risk Trans-
fer Needs to Your Cyber Liability Policy.  

Why This Matters: 
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Understanding what risks are most important to the company is absolutely essential 
to the process of securing the best coverage possible. For some companies, the prima-
ry concern may be the costs resulting from the theft of personal financial information 
(e.g., notification costs, credit monitoring, etc.). For other companies, the main concern 
is the disruption of the business caused by attacks. It is likewise important to under-
stand your existing coverage. Knowing what your various insurance policies will and 
will not cover may significantly reduce the expense of a cyber liability insurance policy. 
There is no point in paying for coverage that you do not need, and there is little value 
in purchasing coverage that does not cover your most important concerns. 

 

How to Implement: 

As mentioned, the first step in securing appropriate cyber liability insurance coverage 
is to understand the most significant risks facing the company. Then, you should as-
sess your existing coverage to determine what gaps exist with respect to those risks. 
Once you have an understanding of your risk transfer needs, it is important to find a 
cyber liability policy that most closely aligns with those needs. Only a thorough review 
of the policy options will determine whether a particular policy provides a good fit for 
your risk transfer needs. It is critical when purchasing cyber liability insurance that the 
entity involves the relevant parties at the company in the key coverage decisions. 

 
Best Practice:  Ensure You are Permitted to Use Preferred Experts. 

Why This Matters: 

Many companies have retained their own computer/forensic experts and legal profes-
sionals to review and/or vet their computer systems, apps, and related services. How-
ever, some policies will only provide coverage if the insured company uses one of the 
experts or professionals included on the policy’s “panel list.”  
 
Many companies are more proactive today in their approach to cyber risk, and many 
have hired experts and legal professionals to assist them with their planning and crisis 
management needs, which can create significant issues if the company is not allowed 
to use the preferred expert or professional that it has a pre-existing relationship with 
simply because that expert or firm is not on the pre-approved panel. 

 

How to Implement: 

The time to learn about and resolve potential issues with approved experts is before 
the policy is finalized. Insurers are often much more willing to endorse a breach coach 
or firm onto a policy at renewal or before the policy is purchased than to provide an 
exception at the time of the claim.  
 
Companies should, therefore, check their policies to ensure that they will be allowed to 
use their preferred experts and professionals in the event of a data breach or intrusion 
and, to the extent these experts are not included, work with the supplier to add the 
preferred expert and/or professional to the policy by endorsement before an incident 
or potential claim arises.26 
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Best Practice:  Negotiate Key Definitions and the Retroactive Date 

Why This Matters: 

Each coverage grant in a cyber liability insurance policy will have its own set of exclu-
sions that will apply, but exclusionary language is not limited to the exclusions section.  
Companies must also consider a policy’s definitions. In fact, the definitions section is 
often where many limitations on coverage appear in a policy. For example, in some 
policies, the term “computer system disruption” is limited to a data breach. In other 
policies, this term also includes the introduction of a virus or spam-mail. These distinc-
tions could have significant implications for coverage. Although not technically an ex-
clusion, the more narrow definition has the same effect, which makes comparing poli-
cies between insurers extremely difficult. 

 

How to Implement: 

Given that there are myriad definitions in each cyber liability insurance policy, and 
that each may impact coverage, insureds should carefully review and negotiate the 
definitions in light of the insureds’ specific risk transfer needs. It is also important 
when purchasing cyber liability coverage to negotiate the retroactive date. Many poli-
cies only cover cyber-attacks or data breaches occurring after the retroactive date, 
which may leave an insured without coverage for a network security breach that oc-
curred but was undetected before the retroactive date. 

Best Practice:  Request the Right to Control Your Defense 

Why This Matters: 

Some cyber liability policies are written on a “duty to defend” basis, while others are 
written as “non-duty to defend.” A duty to defend policy means that the insurer (not 
the insured) controls the defense and claim strategy. Decisions such as which law firm 
to use, whether and how to defend a claim, and on what terms a claim should be set-
tled are determined by the insurer in this type of policy.   

A non-duty to defend policy requires the insureds to retain and pay for counsel to de-
fend a claim. The insurer will then reimburse the insured for its expenses.  Many in-
sureds prefer a non-duty to defend policy because it gives the insureds more control 
of the defense of the claim. However, this additional control comes with insurer over-
sight.   

The non-duty to defend policy also requires the insureds to obtain the insurers’ con-
sent prior to incurring defense costs and/or agreement to a settlement. Failure to ob-
tain that consent may leave insureds responsible for paying all or a portion of their 
expenses. In short, although the insured controls the defense, the insured must still 
work with its insurers if it hopes to have its expenses covered by the insurance policy.  

How to Implement: 
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Some companies may prefer a duty to defend policy—especially if they feel une-
quipped to handle a data breach on their own. However, insureds should request at 
least the option to defend claims on their own. At a minimum, insureds should consid-
er requesting the right to control the defense of regulatory proceedings that may be 
covered by the cyber liability policy. 

Safeguards 

Best Practice:  Implement Administrative, Technical and Physical 
Safeguards for Sensitive Information 

Why This Matters: 

There is no one-size-fits-all solution to cybersecurity, and it is important that entities 
implement collective safeguards to help protect sensitive data. That said, although 
cyber criminals continue to adapt and improve their tactics, they still rely on tradition-
al tactics (in part because these antics are still successful) and will often take the easi-
est route. For example, a recent report found that 63 percent of confirmed data 
breaches involved leveraging weak, default or stolen passwords.27 Implementing base-
line administrative, technical and physical safeguards can help to prevent these sorts 
of attacks. 

 

How to Implement: 

The appropriate administrative, technical, and physical safeguards for a given compa-
ny will depend on its size and complexity, the nature and scope of its activities and the 
sensitivity of the personal information collected from or about consumers. The follow-
ing is a non-exhaustive list of examples of best practices for implementing these safe-
guards, which have been derived from FTC guidance and relate to findings and re-
quirements implemented through FTC investigations and consent decrees. 

 
Start with security. Do not collect personal or sensitive information that you do not 
need, and do not use such information when it is not necessary. Retain information on-
ly as long as there is a legitimate business need. 

Control access to data sensibly. Maintain appropriate access controls, including re-
stricting access to sensitive data and provisioning access on a need-to-know basis or 
as is necessary to perform job function. Administrative access should be limited. 

Require secure passwords and authentication. Insist on complex, unique pass-
words, and require that users change credentials on a periodic basis. Ensure pass-
words are securely stored, and consider additional protections, such as two-factor au-
thentication. Implement a policy to suspend or disable accounts after repeated login 
attempts, and test for common vulnerabilities. 

Store sensitive personal information securely and protect it during transmission. 
Methods will depend on the types of information the business collects, how it is col-
lected, and how it is processed, but some options include Transport Layer Securi-
ty/Secure Sockets Layer (TLS/SSL) encryption, data-at-rest encryption or an iterative 
cryptographic hash. It is important to ensure that sensitive information is secured 

It is important to en-
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throughout its lifecycle—not just during the initial transmission. Similarly, it is neces-
sary to ensure proper configuration. There is also no need to reinvent the wheel. In-
dustry-tested and accepted methods are a valuable resource. 

Segment your network and monitor activity. Housing particularly sensitive data in a 
separate and secure location on the network will help protect this information.  It is al-
so important to monitor network activity, and this also includes conducting behavioral 
monitoring of employees to identify and respond to anomalous activity occurring in-
ternally. 

Secure remote access to your network. Ensure endpoint security and put sensible 
access limits in place, including access by third parties. Institute a process to review 
and revoke and/or revise access controls upon termination or change of job duties, in-
cluding remote access controls. 

Incorporate security practices in the development of new products. It is important 
that engineers are trained on secure coding practices and that they are provided with 
and follow platform guidelines for security. Test for common vulnerabilities and, to the 
extent the product includes privacy or security features, ensure that these features 
function effectively. 

Establish procedures to keep security current and address vulnerabilities.  Up-
date and patch software, and maintain a process to receive and timely respond to vul-
nerability warnings and threat intelligence. 

Secure paper, physical media and devices. Protect devices that process personal in-
formation, and maintain safety standards for transporting data outside of the compa-
ny, and limit the instances when employees will need to be outside of the organization 
with sensitive data in their possession. 
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PUBLICLY AVAILABLE RESOURCES 

California AG Guidance 
• Making Your Privacy Practices Public, 

https://oag.ca.gov/sites/all/files/agweb/pdfs/cybersecurity/making_your_privacy_practices_public.pdf  
 

• General Privacy Resources, https://oag.ca.gov/privacy/consumer-privacy-resources 
 

Common Vulnerabilities and Exposures (“CVE”) Database 
• https://cve.mitre.org/ 

 
Department of Justice Recommendations 

• Best Practices for Victim Response and Reporting of Cyber Incidents, 
https://www.justice.gov/sites/default/files/opa/speeches/attachments/2015/04/29/criminal_division_guidance_on_b
est_practices_for_victim_response_and_reporting_cyber_incidents.pdf 

 
Federal Financial Institutions Examination Council (“FFIEC”) Cybersecurity Assessment Tool (“CAT”) 

• https://www.ffiec.gov/cyberassessmenttool.htm 
 

FTC Guidance 
• Start with Security:  A Guide for Businesses, https://www.ftc.gov/system/files/documents/plain-language/pdf0205-

startwithsecurity.pdf  
 

• Protecting Consumer Privacy in an Era of Rapid Change, 
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-
privacy-era-rapid-change-recommendations/120326privacyreport.pdf 

 
• General Privacy and Security Resources, https://www.ftc.gov/tips-advice/business-center/privacy-and-security 
 

Mandiant/FireEye Resources 
• https://www.fireeye.com/current-threats.html  

 
NIST Cybersecurity Framework 

• http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf  
 

Open Web Application Security Project (“OWASP”) 
• https://www.owasp.org 

 
Verizon DBIR Reports 

• http://www.verizonenterprise.com/verizon-insights-lab/dbir/  
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SUMMARY OF STATE DATA BREACH STATUTES28 

STATE STATUTORY REFERENCE STATE STATUTORY REFERENCE
ALABAMA  N/A  NEW HAMPSHIRE NH ST § 359-C:19 
ARIZONA AZ ST § 44-7501  NEVADA NV ST § 603A.010 
ARKANSAS AR ST § 4-110-101  NEW JERSEY NJ ST § 56:8-161 
CALIFORNIA CA CIV § 1798.82  NEW MEXICO N/A 
COLORADO CO ST § 6-1-716  NEW YORK NY Gen. Bus. Law § 899-aa 
CONNECTICUT CT ST § 36A-701B  NORTH CAROLINA NC ST § 75-60 
DELAWARE DE ST TI 6 § 12B-101  NORTH DAKOTA ND ST § 51-30-01 
DISTRICT OF COLUMBIA DC CODE § 28-3851  OHIO OH ST § 1349.19 
FLORIDA FL ST § 501.171  OKLAHOMA OK ST T. 24 § 161 
GEORGIA GA ST § 10-1-910  OREGON OR ST § 646A.600 
HAWAII HI ST § 487N-1  PENNSYLVANIA PA ST 73 P.S. § 2301 
IDAHO ID ST § 28-51-104  RHODE ISLAND RI ST § 11-49.2-1 
ILLINOIS IL ST CH 815 § 530/1  SOUTH CAROLINA SC ST § 39-1-90 
INDIANA IN ST 24-4.9-1-1  SOUTH DAKOTA N/A 
IOWA IA ST § 715C.1  TENNESSEE TN ST § 47-18-2107 
KANSAS KS ST § 50-7A01  TEXAS TX BUS & COM § 521.001 
KENTUCKY KY ST § 365.732  UTAH UT ST § 13-44-101 
LOUISIANA LA ST § 51:3071  VERMONT VT ST T. 9 § 2430 
MAINE ME ST T. 10 § 1346  VIRGINIA VA ST § 18.2-186.6 
MARYLAND MD COML § 14-3501  WASHINGTON WA ST § 19.255.010 
MASSACHUSETTS MA ST 93H § 1  WEST VIRGINIA WV ST § 46A-2A-101 
MICHIGAN MI ST § 445.72  WISCONSIN WI ST 134.98 
MINNESOTA MN ST § 325E.61  WYOMING WY ST § 40-12-501 
MISSISSIPPI MS ST § 75-24-29  GUAM 9 GU CODE § 48.10 
MISSOURI MO ST § 407.1500  PUERTO RICO 10 L.P.R. § 4051 
MONTANA MT ST § 30-14-1704  VIRGIN ISLANDS 14 V.I.C. § 2208 
NEBRASKA NE ST § 87-801   
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i Kayla Devon, Data Breach at Essex Property Trust, MULTIFAMILY EXECUTIVE (September 30, 2014), available at: 
http://www.multifamilyexecutive.com/technology/data-breach-at-essex-property-trust_o 
 
2 See, e.g., Identity Theft Resource Center (“ITRC”) 2015 Breach Report (“We recognized 2014 as the year of the credit card 
breach; 2015 must be similarly recognized but as the year of the Social Security Number breach.”), available at 
http://www.idtheftcenter.org/ITRC-Surveys-Studies/2015databreaches.html; and 2016 Verizon Data Breach Investigations Re-
port, available at http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/ (“2016 Verizon DBIR”).  
 
3 See 2016 ITRC Breach Report, available at http://www.idtheftcenter.org/images/breach/ITRCBreachReport2016.pdf. 
 
4 See 2016 Verizon DBIR Executive Summary, p. 10, available at http://www.verizonenterprise.com/resources/reports/rp_dbir-
2016-executive-summary_xg_en.pdf. 
 
5 See M-Trends® 2015: A View from the Front Lines, p. 1, available at https://www2.fireeye.com/WEB-2015-MNDT-RPT-M-Trends-
2015_LP.html (“2015 Mandiant Threat Report”).  
 
6 2016 Verizon DBIR. 
 
7 2016 Verizon DBIR, p. 35, available at http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/. 
 
8 Kayla Devon, Data Breach at Essex Property Trust, MULTIFAMILY EXECUTIVE (Sept. 30, 2014), available at 
http://www.multifamilyexecutive.com/technology/data-breach-at-essex-property-trust_o.    
 
9 FTC v. Wyndham Worldwide Corp., Case No. 14-3514 (3rd Cir. August 24, 2015). 
 
10 See, e.g., https://www.ftc.gov/tips-advice/business-center/privacy-and-security/data-security and 
https://www.ftc.gov/reports/privacy-data-security-update-2015. 
   
11 Press Release, SEC, SEC Charges Investment Adviser With Failing to Adopt Proper Cybersecurity Policies and Procedures Prior 
To Breach, (Sept. 22, 2015), available at https://www.sec.gov/news/pressrelease/2015-202.html (emphasis added). 
 
12 See https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm.   
  
13 See http://files.consumerfinance.gov/f/201603_cfpb_consent-order-dwolla-inc.pdf.  
 
14 References to the various state data breach statutes are attached hereto as Appendix B. 
 
15 See http://ec.europa.eu/justice/data-protection/reform/index_en.htm.  
 
16 See, e.g., Lewert v. P.F. Chang’s China Bistro, Inc., No. 14-3700 (7th. Cir. 2016) (reversing a lower court ruling that a proposed 
plaintiffs’ class cannot pursue claims following a data breach and finding that it is plausible to infer a substantial risk of harm 
from the data breach, since a primary motivation for hackers is to make fraudulent charges or to steal customers’ identities). 
 
17 See Opinion dismissing derivative suit against Wyndham Worldwide Corp. board members, Palkon v. Holmes, et. al., Civil Action 
No. 2:14-CV-01234 (SRC) (D. N.J. 2014) (“At every quarterly Board meeting, the General Counsel gave a presentation regarding 
the Breaches, and/or [the company’s] data-security generally. Similarly, [the company’s] Audit Committee discussed these same 
issues in at least sixteen committee meetings during this same time period.”). 
 
18 Update on Cyber Security in the Banking Sector:  Third Party Service Providers, New York State Department of Financial Ser-
vices (Apr. 2015), available at http://www.dfs.ny.gov/reportpub/dfs_rpt_tpvendor_042015.pdf (“NYSDFS Third Party Survey Re-
port”).  
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19 See Ponemon Institute 2015 Cost of Data Breach Study:  Global Analysis, available at https://securityintelligence.com/cost-of-a-
data-breach-2015/.  
 
20 The Accountability Gap:  Cybersecurity & Building a Culture of Responsibility, Tanium and Nasdaq (2016), available at 
http://offers.tanium.com/The_Accountability_Gap_Report.html. 
 
21 For example, class action plaintiffs were prevented from accessing materials created during the course of Target’s breach in-
vestigation, under the theory that these documents were protected by the attorney-client privilege and work product doctrine.  
See Order, In re: Target Corp. Customer Data Security Breach Litigation, MDL No. 14-2522 (D. Minn. 2015).   
 
22 See NIST Computer Security Incident Handling Guide (Special Publication 800-61) (“NIST 
Guidelines”), at 32. 
 
23 “Prioritizing the handling of individual incidents is a critical decision point in the incident response process. 
 
Effective information sharing can help an organization identify situations that are of greater severity and demand immediate 
attention.  Incidents should be prioritized based on the relevant factors, such as the functional impact of the incident (e.g., cur-
rent and likely future negative impact to business functions), the information impact of the incident (e.g., effect on the confiden-
tiality, integrity, and availability of the organization’s information), and the recoverability from the incident (e.g., the time and 
types of resources that must be spent on recovering from the incident).”  Id. at 3. 
 
24 Id. at 15. 
 
25 Cyber insurance policies vary greatly, and obtaining an appropriate policy can be extremely complex.  This section is intended 
to provide high-level examples of considerations for negotiating a cyber insurance policy.  Given the complexity of this process, 
this guidance cannot and should not replace consultation with an experienced cyber liability insurance broker and an insurance 
attorney specializing in cyber liability insurance policy reviews. 
 
26 Some insurers will say that you may use whatever supplier that you want as long as their hourly rates are “necessary and rea-
sonable.”  That may sound attractive, but it is often difficult to find a top supplier that will work for what an insurer thinks is 
“necessary and reasonable.”  If your policy does not specify the supplier that you are required to use, we highly recommend that 
you endorse on your preferred suppliers along with their agreed to hourly rates. 
 
27 2016 Verizon DBIR, p. 20. 
 
28 State legislatures are constantly introducing new data breach and data security legislation, and these state statutes are 
amended frequently, with varying effective dates.  This Appendix is intended to provide a summary of the primary existing state 
data breach statutes and is intended to serve as a general reference guide only.  This Appendix should not be viewed as an ex-
clusive list of state data breach laws that may apply to your organization.  Each state law should be individually consulted and 
reviewed by legal counsel to ensure accuracy and applicability, appropriate to your specific circumstances. 


